a2 United States Patent

US009112892B2

10) Patent No.: US 9,112,892 B2

Stacey (45) Date of Patent: Aug. 18, 2015
(54) INVERSE MULTIPLEXING OVER 802.11 (56) References Cited
WIRELESS INTERFACES
U.S. PATENT DOCUMENTS
(75) Inventor: Robert J. Stacey, Portland, OR (US) 6,788,686 Bl* 9/2004 Khotimsky etal. .......... 370/394
2004/0233887 Al* 112004 Meilinget al. ................ 370/349
H . . 2005/0243849 Al  11/2005 Wentink
(73) ASSlgnee' Intel Corporatlon’ Santa Clara’ CA 2008/0013539 Al 3k 1/2008 Poyhonen et al' .......... 370/390
Us) 2008/0220787 Al*  9/2008 Stanwood etal. ........... 455/450
2008/0320156 Al  12/2008 Chen
* e : : : : 2009/0262753 Al* 102009 Onetal. .....cccoernene 370/466
(*) Notice: Subject. to any dlsclalmer,. the term of this 2000/0296737 AL* 122000 Arye o " 370/465
patent is extended or adjusted under 35 2010/0278062 Al* 11/2010 Abraham etal. ......... 3701252
U.S.C. 154(b) by 642 days.
FOREIGN PATENT DOCUMENTS
(21) Appl. No.: 12/629,922
Jp 2008-167285 7/2008
Jp 2009-164751 7/2009
(22) Filed: Dec. 3, 2009 WO WO 2006-125738 A1 11/2006
OTHER PUBLICATIONS
(65) Prior Publication Data International Search Report with Written Opinion corresponding to
US 2011/0134894 A1 Tun. 9, 2011 PCT/US2010/050029, dated Jun. 7, 2011, 10 pages.
(Continued)
(1) Int.CL Primary Examiner — Shripal Khajuria
HO04W 4/00 (2009.01) . . .
Assistant Examiner — Farhad Ali
HO4L 1228 (2006.01) . . .
HO04L 12/56 (2006.01) (74) Attorney, Agent, or Firm — Pillsbury Winthrop Shaw
H047 3/24 (2006.01) Pittman LLP
HO4L 29/06 (2006.01) (57) ABSTRACT
HO4w 28/06 (2009.01) In accordance with various aspects of the disclosure, a
HO4W 80/02 (2009.01) method and apparatus are disclosed that includes aspects of
HO4W 84/12 (2009.01) providing one or more data packets at a media access control-
52) US.CL service access point of a transmitting device; dividing the one
p 2 2
CPC ........... HO4L 69/14 (2013.01); HO4W 28/065 or more data packets into two or more streams of data packets,
(2013.01); H04W 80/02 (2013.01); HO4W 84/12 wherein the two or more streams of data packets are arranged
(2013.01) for transmission on a separate wireless interface of the trans-
(58) TField of Classification Search mitting device; and transmitting the two or more streams of
CPC e, HO4L, 69/14; HOAW 28/065  data packets over a wireless medium via their separate wire-
USPC oo 370/338, 394, 305, 474  less interfaces.

See application file for complete search history.

105
[ Ti2oa
[ Toe
[ Trow
[ Ti20a
MAC SAP

.

[ Tesa [ h3oa
[ Tose [ Tisoe
[ Tos [ T
[ Tizsa [ Ti30a

S

18 Claims, 4 Drawing Sheets

110
[ Tusa
L Jus
[ Juse
[ T4sa
MAC SAP

/\

[ Ti3sa [ 4o
[ lissn [ Jidon
[ Jusse [ Joc
[ Tizsa [ Toa

T !




US 9,112,892 B2
Page 2

(56) References Cited

OTHER PUBLICATIONS

International Preliminary Report on Patentability corresponding to
PCT/US2010/050029, dated Jun. 14, 2012, 7 pages.

State Intellectual Property Office of the People’s Republic of China,
Office Action, Application No. 201010293340.X, mail date Apr. 3,
2013, total of 11 pages.

Japanese Office Action, Japanese Patent Application No. 2012-
542002, mail date Sep. 24, 2013, a total of 25 pages.

State Intellectual Property Office (SIPO) of the People’s Republic of
China, Chinese Office Action, Application No. 201010293340.X,
mail date Dec. 18, 2013, total of 6 pages.

Japanese Office Action, Japanese Application No. 2012-542002,
issued date Jul. 8, 2014.

Korean Office Action, English translation ofthe notice of preliminary
rejection office action summary, Korean Application No. 2012-
7104203, issued Oct. 19, 2012, a total of 5 pages.

* cited by examiner



US 9,112,892 B2

Sheet 1 of 4

Aug. 18, 2015

U.S. Patent

[ 2an31]

|

pserl ]
ST
aser] ]
esel[

<

<

dVS DVIA

1181

dVS OVIA

SO1




US 9,112,892 B2

Sheet 2 of 4

Aug. 18, 2015

U.S. Patent

€ 9an31
07¢ ¢ AHd SI¢ 1 AHd
SOt 1 IOVIA
/
0l
01¢€ TIOVIA
7 91n31y
02¢ T AHd SIT 1T AHd
S0TIOVIA

012 dVS DVIA




US 9,112,892 B2

Sheet 3 of 4

Aug. 18, 2015

U.S. Patent

G 2un31q

§ 2anS1q

(X PuUuURy))
7 ddwpIduy

ved|  00L
eeq| 10L
eleq| 0L

£09 ‘T 9983193u1)
sukgyporg|  ¢oL

(00L ‘7 ddey193uI) JUAdO[Y

(X Puuey))
1 darjInuy

ueq| 109
ereq| <09
eleq| 09

£~

eed| <09

ejeq

Bl L09

(A [PUURY))
7 daepIu]

E0p ‘T ddepIa)ur)
JUASIOIg _H_
Beq| 10s
eleq| 0S
eeq| ¢0S

(€08 ‘7 2avyaayun) ouigyoorg

(X Puury))
I ddeyauy

veq| 1oy
eeq| v
v tor

eleq| sor

ele(q

ele(q Loy




US 9,112,892 B2

Sheet 4 of 4

Aug. 18, 2015

U.S. Patent

JdquInu Jdo1g

(X pPuuey))
T ey

BIR( | T ‘106

eed| 7 ‘206

eled| 7 ‘€06

Jaquinu dduanbas
judpuadap sdepad3u]

(X puuey))
1 Aepu]

wed | 1008
eyeq | 1°108
eyeq | T 708

eeq | 1°€08

eied | ¢ ‘r08
wR( | € ‘508
vle( (£ ‘908
Bed | ¢°L08
ved| 308
eed| +608

ued | +'018

Beda | 118

0 21031



US 9,112,892 B2

1
INVERSE MULTIPLEXING OVER 802.11
WIRELESS INTERFACES

BACKGROUND

This disclosure relates generally to the field of wireless
network communication, and in particular to a method and
apparatus configured to allow inverse multiplexing over
802.11 wireless interfaces.

In many wireless communication systems, a frame struc-
ture is used for data transmission between a transmitter and a
receiver. For example, the IEEE 802.11 standard uses frame
aggregation in a Media Access Control (MAC) layer and a
physical (PHY) layer. In a typical transmitter, a MAC layer
receives a MAC Service Data Unit (MSDU) and attaches a
MAC header thereto, in order to construct a MAC Protocol
Data Unit (MPDU). The MAC header includes information
such as a source address (SA) and a destination address (DA).
The MPDU is a part of a PLCP (Physical Layer Convergence
Protocol) Service Data Unit (PSDU) and is transferred to a
PHY layer in the transmitter to attach a PHY header (i.e., a
PHY preamble) thereto to construct a PLCP Protocol Data
Unit (PPDU). The PHY header includes parameters for deter-
mining a transmission scheme including a coding/modula-
tion scheme.

Conventionally, APs allow simultaneous dual band opera-
tion, such as at 2.4 and 5 GHz. It is desirable to have a
technique that allows higher throughput if both STA and AP
support simultaneous dual band operation.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows an example process of dividing a single
stream of data packets arriving at the MAC SAP of a trans-
mitter station into two or more streams that travel of different
wireless interfaces and merging them the data streams at a
receiver station using inverse multiplexing in accordance
with various aspects of the present disclosure.

FIG. 2 shows an example inverse multiplexing arrange-
ment with a single MAC straddling two PHY's in accordance
with various aspects of the present disclosure.

FIG. 3 shows another example multiplexing arrangement
with each PHY having its own MAC and two MAC Service
Access Point (SAP) interfaces in accordance with various
aspects of the present disclosure.

FIG. 4 shows an example packet ordering arrangement
using sync frames in accordance with various aspects of the
present disclosure.

FIG. 5 shows another example packet ordering arrange-
ment using sync frames in accordance with various aspects of
the present disclosure.

FIG. 6 shows another example packet ordering arrange-
ment using block number in each packet in accordance with
various aspects of the present disclosure.

DETAILED DESCRIPTION

In the description that follows, like components have been
given the same reference numerals, regardless of whether
they are shown in different embodiments. To illustrate an
embodiment(s) of the present disclosure in a clear and con-
cise manner, the drawings may not necessarily be to scale and
certain features may be shown in somewhat schematic form.
Features that are described and/or illustrated with respect to
one embodiment may be used in the same way or in a similar
way inone or more other embodiments and/or in combination
with or instead of the features of the other embodiments.

20

25

30

40

45

55

2

Definitions

Access Point (AP): Any entity that has a station (STA)
functionality and provides access to the distribution services,
via the wireless medium (WM) for associated STAs.

Media Access Control (MAC): A Media Access Control
(MAC) is a data communication protocol sub-layer, also
known as the Medium Access Control, is a sublayer of the
Data Link Layer specified in the seven-layer OSI model
(layer 2).

Service Access Point (SAP): A Service Access Point (SAP)
is an identify label for network endpoints used in Open Sys-
tems Interconnection (OSI) networking. The SAP is a physi-
cal point or conceptual location at which one OS] layer can
request the services of another OSI layer. The SAP serves as
a channel through which data is transmitted and received to
and from the upper layer protocol. For example, a MAC-SAP
provides a service enabling the upper layer protocol to trans-
mit and receive data to and from a MAC sublayer.

Station (STA): Any device that contains an IEEE 802.11-
conformant medium access control (MAC) and physical layer
(PHY) interface to the wireless medium (WM).

Wireless medium (WM): The medium used to implement
the transfer of protocol data units (PDU5s) between peer physi-
cal layer (PHY) entities of a wireless local area network
(LAN).

Description

In accordance with various embodiments of this disclo-
sure, a method is disclosed that comprises providing one or
more data packets at a media access control-service access
point of a transmitting device; dividing the one or more data
packets into two or more streams of data packets, wherein the
two or more streams of data packets are arranged for trans-
mission on a separate wireless interface of the transmitting
device; and transmitting the two or more streams of data
packets over a wireless medium via their separate wireless
interfaces.

In accordance with various embodiments of this disclo-
sure, the method further comprises arranging one or more
consecutively received data packets into blocks where each
block of data packets is placed in a queue of one of the
wireless interfaces; and assigning each data packet queued for
a particular wireless interface a sequence number represen-
tative of an order in which the data packet is queued.

In accordance with various embodiments of this disclo-
sure, the method further comprises adding a block synchro-
nization frame to a queue prior to queuing a new block of data
packets on that queue.

In accordance with various embodiments of this disclo-
sure, the method further comprises assigning the block syn-
chronization frame a sequence number representative of the
order in which the block synchronization frame is queued;
and including a sequence number of a last data frame added to
a previous queue in a body of the block synchronization
frame.

In accordance with various embodiments of this disclo-
sure, the method further comprises including an identifier for
the wireless interface associated with the queue where the last
data frame was queued in the body of the block synchroniza-
tion frame.

In accordance with various embodiments of this disclo-
sure, the method further comprises adding a block synchro-
nization frame to a queue after queuing a new block of data
packets on that queue.

In accordance with various embodiments of this disclo-
sure, the method further comprises assigning the block syn-
chronization frame a sequence number representative of the
order in which the block synchronization frame is queued;
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and including the sequence number of a next data frame to be
added to a subsequent queue and an identifier for the wireless
interface associated with the queue where the next data frame
will be queued in a body of the block synchronization frame.

In accordance with various embodiments of this disclo-
sure, the method further comprises adding a block sequence
number to each data packet.

In accordance with various embodiments of this disclo-
sure, the method further comprises wherein each data packet
includes a sequence number assigned for queue on the inter-
face on which it is queued and a block number.

In accordance with various embodiments of this disclo-
sure, an apparatus is disclosed that comprises a media access
control layer service access point configured to receive one or
more data packets; an inverse multiplexer configured to
divide the one or more data packets into two or more streams
of data packets, wherein the two or more streams of data
packets are arranged for transmission on a separate wireless
interface; and a transmitter configured to transmit the two or
more streams of data packets over a wireless medium via their
separate wireless interfaces.

In accordance with various embodiments of this disclo-
sure, the apparatus further comprises wherein the inverse
multiplexer is configured to arrange one or more consecu-
tively received data packets into blocks where each block of
data packets is placed in a queue of one of the wireless
interfaces and assign each data packet queued for a particular
wireless interface a sequence number representative of an
order in which the data packet is queued.

In accordance with various embodiments of this disclo-
sure, the apparatus further comprises wherein the inverse
multiplexer is configured to add a block synchronization
frame to a queue prior to queuing a new block of data packets
on that queue.

In accordance with various embodiments of this disclo-
sure, the apparatus further comprises wherein the inverse
multiplexer is configured to assign the block synchronization
frame a sequence number representative of the order in which
the block synchronization frame is queued and include a
sequence number of a last data frame added to a previous
queue in a body of the block synchronization frame.

In accordance with various embodiments of this disclo-
sure, the apparatus further comprises wherein the inverse
multiplexer is configured to include an identifier for the wire-
less interface associated with the queue where the last data
frame was queued in the body of the block synchronization
frame.

In accordance with various embodiments of this disclo-
sure, the apparatus further comprises wherein the inverse
multiplexer is configured to add a block synchronization
frame to a queue after queuing a new block of data packets on
that queue.

In accordance with various embodiments of this disclo-
sure, a method is disclosed that comprises receiving two or
more streams of data packets over a wireless medium on
separate interfaces; receiving transmitter inserted block syn-
chronization frames on the separate interface; and arranging
the received two or more streams of data packets and the
inserted block synchronization frames into a receive queue at
a media access control layer service access point.

In accordance with various embodiments of this disclo-
sure, the method further comprises ordering and merging the
received two or more streams of data packets based on the
inserted block synchronization frames.

In accordance with various embodiments of this disclo-
sure, the method further comprises determining the order in
which the data packets are delivered to a layer higher than the
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4

media access control layer based on a block number and a
sequence number from the block synchronization frames.

These and other features and characteristics, as well as the
methods of operation and functions of the related elements of
structure and the combination of parts and economies of
manufacture, will become more apparent upon consideration
of the following description and the appended claims with
reference to the accompanying drawings, all of which form a
part of this specification, wherein like reference numerals
designate corresponding parts in the various Figures. It is to
be expressly understood, however, that the drawings are for
the purpose of illustration and description only and are not
intended as a definition of the limits of claims. As used in the
specification and in the claims, the singular form of “a”, “an”,
and “the” include plural referents unless the context clearly
dictates otherwise.

In general, aspects of the present disclose relate to the IEEE
802.11 TGad PAR requirement for “fast session transfer.”
Fast session transfer refers to the handover of a data session
from a 60 GHz channel to a 5 or 2.4 GHz channel or vice versa
should link conditions deteriorate or improve. In accordance
with aspects of the present disclosure, the session transfer
would be a partial transfer (some of the data packets) with
data transfer continuing on both channels (while conditions
permit) taking advantage of the combined bandwidth avail-
able.

In some aspects, the present disclosure relates to TGac
where higher throughput is being sought by increasing band-
width (80 MHz channel bandwidth) and where discontiguous
channel bonding can be used, such as combining two discon-
tiguous 40 MHz channels. If the channels bonded are suffi-
ciently separated in frequency, for example, one in the 2.4
GHz band and the other in 5 GHz band or even channels at
opposite ends of'the 5 GHz band, then independent operation
in the lower MAC and PHY on each channel can be utilized.

In general, aspects of the present disclosure allow for
inverse multiplexing over two or more channels that are suf-
ficiently separated in frequency to permit simultaneous, inde-
pendent operations. For examples, a 2.4 GHz band channel
and a 5 GHz band channel, two GHz band channels at oppo-
site ends of the band, a 5 GHz band channel and a 60 GHz
band channel, and a 2.4 GHz band channel, a 5 GHz band
channel and a 60 GHz band channel can be used.

FIG. 1 shows an example process of dividing a single
stream of data packets arriving at the MAC SAP of a trans-
mitter station into two or more streams that travel of different
wireless interfaces and merging them the data streams at a
receiver station using inverse multiplexing in accordance
with various aspects of the present disclosure. With inverse
multiplexing a stream of packets from a higher layer is load
balanced across two or more links. At the remote end the
individual packet streams from each link are spliced together
and delivered, in the original sequence, to the upper layer. The
lower MAC and PHY on each of the links operate indepen-
dently of each other.

As shown in FIG. 1, an example network architecture
including STAs, such as transmitter station 105 and receiver
station 110, are arranged to communicate over wireless net-
work 150 through a wireless medium. One or more data
packets, 120a, 1205, 120¢ and 1204 arrive at a media access
control (MAC) layer service access point (SAP) of transmit-
ter 105. The one or more data packets, 120a, 1205, 120¢ and
120d are divided at the MAC SAP into separate streams of
data packets represented by packet 1254, 1256, 125¢ and
125d in one stream and by data packets 130a, 1305, 130c and
1304 in the other stream. FIG. 1 show one example where the
one or more data packets are divided into two streams; how-
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ever, the one or more data packets can be divided into more
than two streams. The data packets from the two or more
streams are then arranged for transmission to receiver 110 on
separate wireless interfaces of transmitter 105. The two or
more streams of data packets are then transmitting to receiver
110 over the wireless medium via their separate wireless
interfaces of transmitter 105.

The two or more streams of data packets are then received
at receiver 110 over the wireless medium. A first stream of
data packets 1354, 1355, 135¢ and 1354 and a second stream
of'data packets 140a, 1405, 140c¢ and 1404 are received at the
receiver 110. The received streams of data packets are spliced
together as data packets 145a, 1455, 145¢ and 1454 and
delivered, in the original sequence, to the upper layers of
receiver 110.

In some aspects, the two communicating STAs, transmitter
station 105 and receiver station 110, are configured to deter-
mine that they have matching simultaneous multi-band oper-
ating capabilities. For example, two communicating STAs
can be configured with management functions that allow the
STAs to agree to load balance traffic across two or more
channels. Moreover, both the STAs can operate in each of the
channels independently.

In some aspects, the two communicating STAs can be
configured to include control functions that enable and dis-
able operation of the load balanced link. For example, the
STAs can dynamically switch in or out the second or subse-
quent interfaces while data transfer is in progress.

In some aspects, the two communicating STAs can be
configured to assign a MAC address to the load balanced link.
For example, a single MAC address can be presented to the
higher layer so that the load balanced link is treated by the
higher layers as a single logical link by which the destination
is reached. This MAC address can be different from the MAC
address used on the individual channels. In some aspects, the
MAC address exposed to the higher layers can be the same as
that used on one of the channels (or all, if all channels use the
same MAC address). Different packet formats may be needed
to cater to the different MAC address assignment options.

In some aspects, the two communicating STAs can be
configured to support the re-ordering of packets at the desti-
nation such that the packets are delivered to the higher layers
in the same order in which they were delivered to the MAC at
the source. Data packets can arrive at receiver station 110 out
of'order due to the independent lower MAC operation, such as
channel access delay, retransmissions, etc, and network activ-
ity on each of the channels.

FIG. 2 shows an example inverse multiplexing arrange-
ment with a single MAC straddling two PHY's in accordance
with various aspects of the present disclosure. The use of a
single MAC 205 with physical layer PHY 1 215 and physical
layer PHY 2 220 allows a single interface to be presented to
the higher layer, including MAC SAP 210 and allows the
same MAC address to be used on both channels.

FIG. 3 shows another example multiplexing arrangement
with each PHY having its own MAC and two MAC Service
Access Point (SAP) interfaces in accordance with various
aspects of the present disclosure. In this example, each physi-
callayer PHY 1315 and PHY 2 320 has its own MAC, MAC
1 305 and MAC 2 310, respectively, and two MAC Service
Access Point (SAP) interfaces are presented to the higher
layers. MAC 1 305 can be configured to support inverse
multiplexing and can straddle both ofthe PHY's, appearing on
the second PHY as a virtual MAC, i.e., in addition to the
native MAC. Traffic from the MAC SAP of the first wireless
interface using the second wireless interface would be mul-
tiplexed with traffic from the MAC SAP of the second wire-
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6

less interface. Each MAC presents its own MAC address to
the higher layers. Inverse multiplexed traffic uses the same
MAC address on both channels.

The two techniques are described below with reference to
FIGS. 4-6 for preserving the order in which packets are deliv-
ered. The first technique, of which there are two variations as
discussed in relation to FIGS. 4 and 5, uses a Block Sync
frame inserted into the data stream to delineate the data blocks
delivered to each Data packet. For simplicity, the techniques
are described for 2 wireless channels, but are extensible in a
straight forward way to 3 or more channels.

FIG. 4 shows an example packet ordering arrangement
using sync frames in accordance with various aspects of the
present disclosure. Data packets arrive from the higher layer
in the following order: 400-403, followed by 501-503, fol-
lowed by 405-407. Data packets 400-403 are placed in a
queue of interface 1 operating on channel X. Subsequent
packets will be placed in a queue of interface 2 operating on
channel Y, thus a BlockSync frame 500 can be created and
queued on interface 2 to indicate that a switch to interface 2
has occurred. Data packets 501-503 then are placed in the
queue of interface 2 operating on channel Y. As each packet is
queued it is assigned the next sequence number for that inter-
face. This series of packets placed in one queue between
switches from one queue to the other is referred to as a block,
with the block sync frames delineating the blocks. The next
series of packets is to be placed in the queue of interface 1
again, thus a BlockSync frame 404 is inserted onto that queue.
Data packets 405-407 are then queued on that interface. The
block size, meaning the number of data packets placed on a
queue before a switch is made to another queue, is arbitrary.
In this example, the block size is 4, 3 and 3.

Before a new block of packets is placed in a queue, a Block
Sync frame is inserted. The Block Sync frame is assigned the
next sequence number for that queue and also carries the
sequence number and interface of the last data frame added to
the previous queue. The Block Sync frames thus identify the
points in the sequence where there is a switch from one
interface to the other. As shown in FIG. 4, BlockSync frame
500 indicates a switch from interface 1 to interface 2, with the
last data frame queued on interface 1 being 403. Similarly,
BlockSync frame 404 indicates a switch from interface 2 to
interface 1 and that the last data packet queued on interface 2
was 503.

Atthereceiver station, data packets arrive on each interface
and are queued in a receive queue. In some aspects, an
acknowledgement (ACK frame) is sent from the receiving
station to the transmitting station to confirm the reception of
each frame. If the transmitter does not receive an ACK, the
transmitter can retransmits the frame until an ACK is
received. The ACK mechanism can also be used in rate adap-
tation algorithms so that if too many retransmissions are
required, the transmitting station can drop to a lower data rate.
In some aspects, a block acknowledgement mechanism,
where a single block ACK frame is sent to acknowledge
several received frames, can be used.

If a block acknowledgement (BA) is being employed on a
particular interface, then the data packets can be reordered as
appropriate based on their sequence number. For example,
data packets may need reordering due to selective retransmis-
sions. After the reorder process, the receiver station can merge
the data packet flows for delivery to the higher layer in the
receiver station. For example, all the queues in the inverse
mux group can be in the release state. When in the release
state, in-order MAC Service Data Units (MSDUs) can be
released from the queue to the higher layer. The MSDU is the
Service Data Unit that is received from or sent to the LLC
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sub-layer which lies above the MAC sub-layer in a protocol
stack. The LL.C and the MAC sub-layers are collectively
referred to as the DLL.

On receipt of a Block Sync frame, the receiver station can
compare the sequence number carried in the Block Sync
frame to the last frame released from the other interface
queue. For example, if the Block Sync frame carries a
sequence number value that has already been delivered from
the other queue, then the current queue is placed in the
released state. Otherwise, the queue is placed in the hold state
until the MSDU with the indicated sequence number on the
other queue is delivered or bypassed. In some aspects, an
MSDU can be bypassed if the transmitter station discards it
after its retry count expires.

FIG. 5 shows another example packet ordering arrange-
ment using sync frames in accordance with various aspects of
the present disclosure. In this example, the BlockSync frame
can be sent on the interface where the last data frame was sent
before the switch to the other interface. Data packets arrive
from a higher layer in the following order: 600-603, followed
by 700-702, followed by 605-607. Data packets 600-603 are
placed in a queue of interface 1 operating on channel X. The
BlockSync frame 604 can then be created and placed in the
queue of interface 1 and indicates a switch from interface 1to
interface 2 and also indicates that the next data packet in the
sequence is 700 on interface 2. The BlockSync frame 703 can
then be placed in the queue on interface 2 and indicates a
switch from interface 2 to interface 1 and that the next data
packet is 605. Data packets 605-607 are queued on interface
1 operating on channel X.

FIG. 6 shows another example packet ordering arrange-
ment using block number in each packet in accordance with
various aspects of the present disclosure. In some aspects,
packet ordering can be performed by adding a block sequence
number to each data packet. Each packet would then have a
sequence number assigned for the interface on which it is
queued as well as a block number. In this example, a fixed
block size of four packets is shown; however other suitable
block sizes may be used. After queuing a block size worth of
packets on one interface, the block number is incremented
and the another block size of packets are queued, either on the
next interface or the same interface. In effect, the block num-
ber together with the low order bits of the sequence number
determine the order in which packets are delivered at the
recipient to the higher layer.

As shown in FIG. 6, data packets 800-803 are grouped as
block 1 on interface 1. Data packets 900-903 are grouped as
block 2 on interface 2. Data packets 804-807 are grouped as
block 3 on interface 1 and data packets 808-811 are grouped
as block 4 on interface 1.

At the receiver station, after the re-order process, packets
are delivered to the higher layers following the block number
and low order bits from sequence number. In some aspects,
heuristics that can detect packet loss using, for example,
timeouts or a block acknowledgement request (BAR) frame,
may ensure that data is not held in the receive queues too long
waiting for sequence number infill.

In some aspects, the block number field can be imple-
mented to reuse the Fragment Number field in the Sequence
Control field. For example, on some high speed interfaces
such as those defined for 802.11n and expected for 802.11 ac
and 802.11 ad, the fragment number is not needed. Since the
block number field can be a 4-bit field, this would permit
block numbering modulo 16. In some aspects, a new field can
be defined for the block number field in the data frame, which
would permit a block numbering through a larger modulus
(e.g. 256 or 65536).
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Although the above disclosure discusses what is currently
considered to be a variety of useful embodiments, it is to be
understood that such detail is solely for that purpose, and that
the appended claims are not limited to the disclosed embodi-
ments, but, on the contrary, are intended to cover modifica-
tions and equivalent arrangements that are within the spirit
and scope of the appended claims.

What is being claimed:

1. A method comprising:

providing one or more data packets at one of a plurality of

media access control-service access point (MAC-SAP)
interfaces of a transmitting device;
dividing the one or more data packets into two or more
streams of data packets, wherein the two or more
streams of data packets are arranged for transmission on
respective separate wireless interfaces of the transmit-
ting device, wherein each wireless interface is associ-
ated with one of the plurality of MAC-SAP interfaces;

simultaneously transmitting the two or more streams of
data packets over a wireless medium via their respective
separate wireless interfaces;

arranging one or more consecutively received data packets

into blocks, wherein each block of the data packets is
placed in a queue of one of the wireless interfaces, and
wherein a data packet of one of the blocks placed in a
queue of a particular wireless interface is assigned an
interface-specific sequence number representative of an
order in which the data packet is placed in the queue of
the particular wireless interface and a block sequence
number representative of an order in which the one ofthe
blocks is placed in the queue across all of the wireless
interfaces; and

adding a block synchronization frame to a queue prior to

queuing a new block of data packets on that queue.

2. The method according to claim 1, further comprising:

assigning the interface-specific sequence number to each

data packet of each block queued for the particular wire-
less interface.

3. The method according to claim 1, further comprising:

assigning the block synchronization frame a sequence

number representative of the order in which the block
synchronization frame is queued; and

including a sequence number of a last data frame added to

aprevious queue in a body of the block synchronization
frame.

4. The method according to claim 3, further comprising:

including an identifier for the wireless interface associated

with the queue where the last data frame was queued in
the body of the block synchronization frame.

5. The method according to claim 1, further comprising:

adding a block synchronization frame to a queue after

queuing a new block of data packets on that queue.

6. The method according to claim 5, further comprising:

assigning the block synchronization frame a sequence

number representative of the order in which the block
synchronization frame is queued; and

including the sequence number of a next data frame to be

added to a subsequent queue and an identifier for the
wireless interface associated with the queue where the
next data frame will be queued in a body of the block
synchronization frame.

7. The method according to claim 1, further comprising:

adding the block sequence number to each data packet.

8. An apparatus comprising:

a plurality of media access control-service access point

(MAC-SAP) interfaces at least one of which is config-
ured to receive one or more data packets;
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an inverse multiplexer configured to divide the one or more
data packets into two or more streams of data packets,
wherein the two or more streams of data packets are
arranged for transmission on respective separate wire-
less interfaces, wherein each wireless interface is asso-
ciated with one of the plurality of MAC-SAP interfaces;
and

a transmitter configured to transmit the two or more

streams of data packets over a wireless medium via their
respective separate wireless interfaces,

wherein the inverse multiplexer is further configured to

arrange one or more consecutively received data packets
into blocks, wherein each block of the data packets is
placed in a queue of one of the wireless interfaces, and
add a block synchronization frame to a queue prior to
queuing a new block of data packets on that queue,

wherein a data packet of one of the blocks in a queue of a

particular wireless interface is assigned an interface-
specific sequence number representative of an order in
which the data packet is placed in the queue of the
particular wireless interface and a block sequence num-
ber representative of an order in which the one of the
blocks is placed in the queue across all of the wireless
interfaces.

9. The apparatus according to claim 8, wherein the inverse
multiplexer is further configured to assign the interface-spe-
cific sequence number to each data packet of each block
queued for the particular wireless interface.

10. The apparatus according to claim 8, wherein the inverse
multiplexer is configured to assign the block synchronization
frame a sequence number representative of the order in which
the block synchronization frame is queued and include a
sequence number of a last data frame added to a previous
queue in a body of the block synchronization frame.

11. The apparatus according to claim 10, wherein the
inverse multiplexer is configured to include an identifier for
the wireless interface associated with the queue where the last
data frame was queued in the body of the block synchroniza-
tion frame.

12. The apparatus according to claim 8, wherein the inverse
multiplexer is configured to add a block synchronization
frame to a queue after queuing a new block of data packets on
that queue.

13. The apparatus according to claim 12, wherein the
inverse multiplexer is configured to assign the block synchro-
nization frame a sequence number representative of the order
in which the block synchronization frame is queued, and
include the sequence number of a next data frame to be added
to a subsequent queue and an identifier for the wireless inter-
face associated with the queue where the next data frame will
be queued in a body of the block synchronization frame.

14. The apparatus according to claim 8, wherein the inverse
multiplexer is configured to assign the block sequence num-
ber to each data packet.

15. A method comprising:

providing one or more data packets at one of a plurality of

media access control-service access point (MAC-SAP)
interfaces of a transmitting device;
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dividing the one or more data packets into two or more
streams of data packets, wherein the two or more
streams of data packets are arranged for simultaneous
transmission on respective separate wireless interfaces
of the transmitting device, wherein each wireless inter-
face is associated with one of the plurality of MAC-SAP
interfaces, and wherein the two or more streams of data
packets are associated with a single media access control
(MAC) address that commonly represents the plurality
of MAC-SAP interfaces of the transmitting device;

arranging one or more consecutively received data packets
into blocks, wherein each block of the data packets is
placed in a queue of one of the wireless interfaces; and

adding a block synchronization frame to a queue of a first
ofthe wireless interfaces prior to queuing a new block of
data packets on that queue, wherein the block synchro-
nization frame includes a sequence number of a last data
packet added to a previous queue of a second of the
wireless interfaces.

16. The method according to claim 15, further comprising
assigning each data packet of each block placed in a queue of
a particular wireless interface an interface-specific sequence
number representative of an order in which the data packet is
placed in the queue of the particular wireless interface.

17. An apparatus comprising:

a plurality of media access control-service access point
(MAC-SAP) interfaces at least one of which is config-
ured to receive one or more data packets;

an inverse multiplexer configured to divide the one or more
data packets into two or more streams of data packets
and assign a single media access control (MAC) address
to the two or more streams of data packets, the single
MAC address commonly representing the plurality of
MAC-SAP interfaces, wherein the two or more streams
of data packets are arranged for simultaneous transmis-
sion on respective separate wireless interfaces, wherein
each wireless interface is associated with one of the
plurality of MAC-SAP interfaces; and

a transmitter configured to transmit the two or more
streams of data packets over a wireless medium via their
respective separate wireless interfaces,

wherein the inverse multiplexer is further configured to add
ablock synchronization frame to a queue of a first of the
wireless interfaces prior to queuing a new block of data
packets on that queue, wherein the block synchroniza-
tion frame includes a sequence number of a last data
packet added to a previous queue of a second of the
wireless interfaces.

18. The apparatus according to claim 17, wherein the
inverse multiplexer is further configured to assign each data
packet of each block placed in a queue of a particular wireless
interface an interface-specific sequence number representa-
tive of an order in which the data packet is placed in the queue
of the particular wireless interface.

#* #* #* #* #*



